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Appendix E

MEMORANDUM OF AGREEMENT

BETWEEN

____________________________________________

(Appropriate Information Management (IM) Office)

AND

________________________________________

(Employee)

SUBJECT:   Memorandum of Agreement (MOA) for Government Owned Computer Equipment on Loan to Employees

1.   Purpose:   This MOA defines the responsibilities and commitments of management and the employee when government owned computer equipment (hardware and software) is loaned to the employee for the performance of official duties away from the work site.   The computer equipment may be used either at the employee’s residence or at his/her temporary duty station.  Government owned computer equipment on loan to employees are considered to be corporate assets, and are subject to the standards and policies for corporate workstations.

2.   References:

      a.  AR 25-1, Army Information Management

      b.  AR 25-2, Information Assurance

      c.  AR 735-5, Policies and Procedures for Property Accountability

      d.  TCFE Pamphlet 25-1, Information Technology Services

      e.  TCFE Pamphlet 690-1, Fort Eustis/Story Telework Program

3.   In accordance with references in paragraph 2 and local security guidelines, the following conditions of government owned computer equipment on loan for off site use, either at the employee’s residence or TDY site, would be met.

       a.  This government owned computer equipment (hardware and software) will be used only for official government business.   All work processed on this computer equipment becomes the 

property of the U.S. Government.   The employee will adhere to the usage prohibitions outlined 
in AR 25-1, paragraph 6-1.  

        b.  As required, a completed Hand Receipt is attached.

        c.  Only unclassified non-sensitive information will be processed on this computer equipment.   However, if processing of unclassified sensitive information is required, formal accreditation of this computer equipment will be required for this computer equipment.   Under no circumstances will classified information be processed on this computer equipment.

        d.  Only government purchased/leased and legally licensed software will be installed and used on this computer equipment.   Employee owned or unauthorized software or shareware will not be installed on this computer equipment, except as authorized and approved by IM.   This computer equipment will not be used to copy employee owned or unauthorized software.

        e.   In accordance with AR 25-1, all regular and recurring telework requirements will be supported using government resources only.  These provisions will include hardware, software, and network communications.  The employee will limit the access/transmission of data to unclassified, non-sensitive information and will use government resources to conduct official government business only.  
        f.   To ensure virus protection for both the accessed system(s) and this computer equipment, the employee will use the government authorized virus detection software installed on this computer equipment to check any data to be processed, copied, downloaded, or uploaded.  The employee will not disable or bypass the virus scan/clean programs on this computer equipment.

       g.   The employee will ensure that this computer equipment is located in a safe and hazardous free environment, IAW the Fort Eustis/Fort Story Telework program.   The employee will ensure that proper airflow is maintained around the computer equipment, to prevent overheating.   The employee will power off the computer equipment during periods of electrical storm activity and when not in use for extended periods of time.

        h.   The Employee will not share his/her password(s).
        i.    The Employee will abide by the provisions of the references in paragraph 2, above.

        j.    The Employee will only have access to web based email.            

4.   As required, equipment descriptions (barcode, nomenclature, manufacturer, serial number, and peripheral devices) are listed on the hand receipt form.

5.   Software installed/used on this computer equipment is:

________________________________________________________________________

________________________________________________________________________

6.   Estimated date of return of computer equipment:_____________________________.

7.   Other requirements/agreements (Enter Not Applicable (N/A) if there are no other agreements/requirements: 

8.   By my signature below, I certify that I will fully comply with the conditions of this MOA, and that use of this computer equipment for the performance of official duties is necessary and will benefit the government.

Employee Signature:_________________________________Date:_______________________                        

IM Representative Signature:__________________________Date:________________________    
NOTE:  This agreement must be signed by a representative of the servicing Directorate of Information Management or office with responsibility for the applicable Campus Area Network (CAN); however, it is recognized that activity Installation Management Officers (IMOs), etc. may need to amend this memorandum to incorporate additional requirements.                      

Appendix F

Sample Notice of Termination of Participation

in the

Telework Program

TO:

                        (Name of Employee)

             
FROM:  




(Name of Immediate Supervisor)

SUBJECT:  Termination of Employee Participation in the Telework Program

Your participation in the Telework Program is terminated effective _____________________.  

 The reason(s) for this action are:

____________________________________________________________________________________________________________________________________________________________

____________________________________________________________________________________________________________________________________________________________

______________________________________________________________________________

___________________________________________                    _________________________

Signature of Immediate Supervisor



           Date

___________________________________________

________________________

Signature of Employee 





Date

(Note:  Signature does not imply agreement)


Appendix G

TELEWORK CHECKLIST

The following checklist is designed to ensure that teleworking employees are properly oriented to the policies and procedures of the program. As appropriate, simply indicate yes, no, or not applicable (n/a) in response to each statement.

1.  Employee’s most recent performance appraisal rating is “Fully Successful” or better. _____

2.  Employee has read guidelines outlining policies and procedures of the program. _____

3.  Employee has been provided with an approved work schedule. _______

4.  Employee has been issued/has not been issued equipment. __________

5.  Equipment issued by the agency is documented. ____________________.

	Check As Applicable
	Yes
	No

	Computer
	
	

	Modem
	
	

	FAX Machine
	
	

	Communication Line
	
	

	Desk
	
	

	Chair
	
	

	Other____________
	
	


6.  Policies and procedures for care of equipment issued by the agency have been explained and are clearly understood. _____

7.  Policies and procedures covering classified, secure, or Privacy Act data have been discussed, and are clearly understood. ______

8.  Requirements for an adequate and safe office space and/or area have been discussed, and the employee certifies those requirements are met. ______

9.  Performance expectations have been discussed and are clearly understood. _____

10.  The provisions governing premium pay have been explained to the employee, including that he/she must receive supervisory approval in advance of working overtime. _____

11.  Employee understands that the supervisor may terminate employee participation at any time.  ______

12. Employee has participated in training for teleworkers. ______

The following forms have been signed by respective designee(s).

1. Employee Request to Participate in the Telework Program

2. Telework Agreement

3. Safety Checklist

      4.  Memorandum of Agreement w/Information Management (if applicable)

Supervisor’s signature/date____________________________________

Employee’s signature/date _____________________________________
FOR THE COMMANDER:

                                                                 DONALD G. DRUMMER






     Colonel, GS






     Chief of Staff
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